Strategies which could be used to protect the integrity of

data and security of information

Examples include:

• locking rooms containing equipment: access by swipe cards, fingerprint

recognition (biometric devices), combination locks

• locking equipment: keyboard locks, floppy disk drive locks

• video surveyllance

• access control software: usernames and passwords, codes, pin numbers:

enable alocation of different levels of access to particular information

or access to computer system only at particular times

• audit trail software: enables monitoring of unsuccessful attempts to get

into the system as well as monitoring of activities performed by those

people using the system

• encryption: storage and/ or communication of information in coded

form so that it is unreedable

• firewalls: block access to computer systems within an organisation

from unorthorised users outside the organisation

• preventing access to computers outside the organisation

• disk locking software: prevents files being saved to or deleted from

particular areas of the hard drive

• virus protection software: detects and gets rid of virses

Strengths and limitations of strategies

• locking computers away can mean inconvenience dew to

inaccessibility

• physically limiting access doesn’t prevent excess to information once

physical barriers have been bypassed

• passwords, codes and pin numbers need to be kept secret and

changed frequently

• encryption doesn’t prevent tampering, damage or deletion of information

and codes used may be cracked

• firewalls are effective in preventing theft of information and transfer of

viruses from outside the organisation but not from within the organisation

• virus protection soft wear needs to be continually updated to enable

detection and deletion of new viruses which are continually being

created

Data Disaster Recovery Principles

Even though all relevant strategies may be in place to protect the integrity

and security of information, these strategies have limitations and information

may still be accidentally or deliberately deleted, damaged or

tampered with.

Backup involves making several copies of flies so that information may

be recovered in case of loss.

Procedures knead to be in place for:

• who should perform the backups: preferably one person in the organisation

should be responsible but this may not be possible and therefore

procedures should be documented.

• when and how often information is to be backed up: unless backups

are carried out on a very regular basis, copies of information will be

quickly out of date. Frequency of backing up will depend on how

often new data is being added to files or how often new files are

being created.

• where information is to be backed up: copies should preferably be

made onto something portable rather than the hard drive so that they

can be stored away from the computer. Eg floppy disks, magnetic

tapes, zip drives, writable optical disks.

• how backup disks are to be stored: backup disks should be kept in a

locked, fireproof cabinet, away from extremes of temperature and

sources of magnetic fields. It is important that backups be kept off site

as well as on site to ensure safety of information in case of damage to

the buildings where the computers are located.

